DEPARTMENT OF THE AIR FORCE

HEADQUARTERS AIR FORCE MATERIEL COMMAND (AFMC)
WRIGHT-PATTERSON AIR FORCE BASE, OHIO

2 6 FEB 2004

MEMORANDUM FOR HQ MSG/MMF
FROM: AFMC/EN

SUBJECT: Full Accreditation for the Automated Technical Order Management System
(ATOMS —D359)

1. According to the provisions of AFPD 33-2, Information Protection; AFI 33-202, Computer
Security; and DoDI 5200.40, Department of Defense Information Technology Security
Certification and Accreditation Process (DITSCAP); and DoD 8510.1-M, Department of
Defense Information Technology Security Certification and Accreditation Process (DIT. SCAP)
Application Manual, I hereby grant a Full Accreditation for the Automated Technical Order
Management System (ATOMS — D359). This full accreditation is based on my review of the
Certification Team’s analysis documented in the System Security Authorization Agreement
(SSAA) for ATOMS - D359.

2. This Full Accreditation is based on the system/data factors identified and analysis results
documented in the SSAA. Any change to those factors may lead to future disapproval for
system operation. Therefore, it is incumbent upon the Program Manager and the Information
Systems Security Officer (ISSO) to ensure any change in those factors is analyzed to determine
the impact on system security. T certify that an appropriate level-of-protection exist.

3. The HIGH vulnerability as identified in Attachment Q1 of the ATOMS SSAA, is, and will be
perpetually mitigated by individual base Communications Groups in the form of Microsoft
Windows Security Patches and third party Virus Detection Software. Any change to those
factors may lead to future disapproval for system operation.

4. This signed Full Accreditation Letter, Certification Letter, the DAA Representative
endorsement will be maintained in the SSAA as required.

TS A

JON S. 0GG
Designated Approving Authority

cc: MSG/STT



