DEPARTMENT OF THE AIR FORCE

HEADQUARTERS ELECTRONIC SYSTEMS CENTER (AFMC)

HANSCOM AIR FORCE BASE MASSACHUSETTS  01731

MEMORANDUM FOR ALL TECHNICAL ORDER (TO) MANAGERS AND USERS

FROM:
MSG/ILMP


4375 Chidlaw Road Ste 6


WPAFB OH  45433-5006

SUBJECT:
Interim TO System Practices and Procedures, Memorandum #3:  Use of Block Cycle Updates (BCU) and Rapid Action Changes (RAC) to Update Indexed Adobe™ Portable Document Format (IPDF) Technical Order (TO) Files and Associated Paper Copies of Affected TOs
FOR IMMEDIATE IMPLEMENTATION

1.
AUTHORITY:  HQ AFMC/EN has delegated responsibility for developing AFMC TO System Business Practices and Procedures to the Air Force Product Data Systems Modernization (PDSM) Program Office, MSG/ILMP (formerly identified as Det 2, ESC/AV-2P).  In addition, the Air Force Centralized TO Management (CTOM) Committee, through HQ USAF/ILMM, has tasked MSG/ILMP to manage a special project to provide digitized Methods and Procedures TOs (MPTOs) to users on multiple media, and to develop the necessary interim Air Force Practices and Procedures to enable this action.  This memorandum gives the authority to use the attached procedures when using digitized TOs, in conjunction with or, where specified, in lieu of those published in 00-5-series TOs and AFMCMAN 21-1.

2.
PURPOSE:  The Department of Defense has directed the Air Force to move toward an “all-digital” environment by CY2002.  As part of this effort, we are converting existing paper TOs into IPDF files.  Establishing a digital environment will require major changes in the processes for acquiring, sustaining, reproducing, distributing and using TOs.  This memorandum specifically addresses the sustainment of digital IPDF TO files and associated paper TOs, although many of the procedures are applicable to other digital formats as well.


a.  We have developed dual processes to sustain these digitized TOs; Block Cycle Updates (BCU) for most updates and Rapid Action Changes (RACs) to provide urgent or emergency updates.


b.  These two processes are designed to improve the TO update process by:  (1) reducing TO change production frequency by controlling the intervals of routine updates; (2) reducing time, manpower and production costs through digital update generation, transmittal, and use; (3) reducing postal costs; (4) reducing the time and manpower to post updates; (5) improving the accuracy of TO posting; (6) enhancing TO usability; and (7) creating reliable and responsive digital TO change management mechanisms in the form of RACs and BCUs.

3.
OVERVIEW:


a.  BCUs.  Changes from all sources will be consolidated for publication in periodic TO updates known as BCUs.  When TOs are grouped for publication (for example, a "set" of TOs published on a Compact Disk-Read Only Memory [CD-ROM]), the BCUs for individual TOs included must be synchronized with the publication cycle of the CD-ROM.  Individual TOs managed by a Single Manager (SM) may also be "blocked" and updated periodically as a group.  The BCU period will be determined by the SM in conjunction with the Lead Command, but will not exceed 365 days.  BCU releases may be deferred with the concurrence of the lead command.  All routine and many urgent changes, corrections, and enhancements will be handled using the BCU process.  BCUs will include TO changes and revisions, as well as information formerly provided in formal Operational and Safety Supplements and TO Page Supplements (TOPS).  When circumstances dictate, the TO Manager may produce an out-of-cycle BCU (rather than producing RACs) to incorporate important, but not necessarily critical, changes in a timely manner.  The BCU process will produce TO updates formatted for the TO’s presentation software and will be distributed in a single merged (basic and all changes) TO file.  The merged file becomes the new TO baseline file.  The updated file will simply replace the old file with no posting action required by users.  At least for the present, paper copies of changes and revisions will continue to be published centrally and distributed to those users requiring them.


b.  RACs.  RACs are merely TO Changes distributed electronically.  They are used to provide Urgent or Emergency updates between BCU periods, and they replace interim operational and safety supplements.  RACs are formatted for the TOs presentation software to allow merging with the basic TO file.  The attached procedures address use of RACs for updating page-based IPDF TO files.  Any one of the five distribution scenarios discussed in the attachment can be used.

4.
Point of contact for the AF PDSM Program Office is Ms. Pamela Sutton, DSN 787-8218, Comm: (937) 257-8218, e-mail suttonp@afcpo.wpafb.af.mil.

GAIL P. BROWN

Deputy Single Manager

Air Force PDSM Program Office

Attachment:

Interim RAC Procedures




I.  Prerequisites/Assumptions.  These procedures assume that the user has a requirement for Air Force TOs, whether in paper or digital format.  The MPTOs currently being made available digitally are in Indexed Adobe™ Portable Document Format (IPDF) files.  Other digital formats may be made available in the future.  These procedures assume that TO Supplements have been eliminated in favor of RACs and BCUs as a means to update TOs.  For the present digital formats, they assume the user has (or has access to) the necessary hardware, software and infrastructure to perform a File Transfer Protocol (FTP) download of merged baseline IPDF TO files and PDF RAC files from a host server, or has sufficient e-mail capability to receive and decode attachments.  Minimum hardware requirements include a 486/33 IBM compatible PC with at least 8 MBytes of RAM, modem or LAN access, laser or ink-jet printer, and a copier.  Minimum software requirements include MS Windows 3.x or higher, Adobe Acrobat® Reader™ 2.0 or higher, and an e-mail and/or FTP client software application (check with the local BNCC for assistance).  Use of Windows 95 or higher is recommended.  The Adobe Acrobat® Reader is a free Commercial Off-The-Shelf (COTS) software application that provides the capability to view, navigate through, copy and print PDF files.  If stand-alone RAC files are provided to update digital TOs in the field, TODOs must also purchase Adobe Acrobat® Exchange™ (about $175), and requisition the Digital TO (DiTO) Change Management Software program (TO 00-5-1-101, soon to be renumbered as 00-5-2-101) developed by the PDSM Program Office, through the TO System.

II.  Definition of a RAC.  A RAC is a digital change package that is prepared in the same file format as the basic TO file for distribution of Emergency and Urgent TO updates.  RACs are used in place of interim operational and safety supplements.  RACs will not be used if update timelines can be met by an in-work BCU, or it is cost effective to produce an out-of-cycle BCU.  In most cases, updates formerly provided as formal supplements and TO Page Supplements (TOPS) will be included in page changes issued during a BCU.

1.  In a digital environment, a TO Change containing fully composed replacement pages can be created and distributed electronically within the time constraints inherent in non-routine updates.  A TO RAC package will include, as a minimum, the TO title page, a new List of Effective Pages (LEP), at least one data page affected by the Emergency or Urgent update, and a corresponding backing page for each data page changed (to support paper users).

2.  RACs will be identified using the next sequential TO change number.  If the next change number has already been assigned to a routine change currently in the publishing cycle “no-change window,” then the RAC number will be the next in sequence, and a supersession notice will be added to the Title page to specify the RAC’s effectivity.  The "no change window" is that period of time after preparation of a reproduction package when it is no longer cost effective to make further changes to that package before it is published and distributed.

3.  “No Change Window” Procedures.  EMERGENCY RACs will be provided within 48 hours of TO Manager/TCM notification of the problem.  The supersession notice will specify that the RAC applies to both the current and immediately subsequent TO updates.  If the in-work update modifies affected pages or paragraphs, a second RAC may have to be issued concurrently with the in-work BCU.  URGENT RACs will be formatted for and issued concurrently with the in-work BCU.

III.  Creating a RAC.  RAC content will be developed by a TCM, the RAC will be prepared (formatted) by a TCM, TO Manager or editor, and it will be merged with the basic TO file and distributed to TODOs (see exceptions in paragraph IV).  The following steps are involved in creating a RAC:

1.  The TCM identifies and/or validates an Emergency or Urgent change requirement.

2.  The TCM develops corrective action, documents it on an AFMC Form 252 Publication Change Request according to AFMCMAN 21-1, has it coordinated and approved IAW AFMCI 21-302, and submits it to the TO Manager.

3.  The TO Manager assigns a TO change number to the RAC.

4.  The TCM, TO Manager or editorial/production activity responsible for formatting the change obtains the baseline TO pages affected by the RAC (including title, LEP (“A” page), data pages and corresponding backing pages), and converts them (if required) into a changeable digital format:

a.  For IPDF TOs (changeable source file not available):

(1).  Download a copy of the baseline IPDF TO file from the Digital Legacy Data Storage System (DLDSS) or Joint Computer-aided Acquisition and Logistics Support (JCALS) Joint Technical Manual System (JTMS) to a PC.

(2).  Copy and paste the pages affected by the RAC from the baseline IPDF TO to a “change file” in a changeable format (e.g., ASCII text, SGML, ATOS GML, Microsoft Word©, WordPerfect®, etc.)

b.  For TO files available in changeable (native) format:

(1).  Download the baseline TO in its native changeable format to a PC.

(2).  Copy and paste pages affected by the RAC from this baseline file to a “change file.”

c.  For Paper/Negative-only TO Masters:

(1)  Obtain negative or paper masters of pages affected by the change.

(2)  Convert the content of the pages affected by the RAC to a changeable file.  This may be accomplished by electronically scanning the page using Optical Character Recognition (OCR) software, or by retyping the page as a last resort.

5.  Make necessary changes to affected pages per AFMC Form 252 instructions.

NOTE:
Microsoft Word© templates for TO title pages, LEPs, and data pages are being developed for each major TO format (8 1/2 x 11, 5 x 8, etc.)

a.  Title page and LEP format may vary slightly from the current specification or parent TO file’s format (e.g., column alignment, font size, dot leaders, graphic lines, etc.).  The title page supersession notice must identify the change as an EMERGENCY or URGENT RAC and, when necessary, indicate which basic date is affected and which change(s) is superseded.

b.  Smaller font (9-point minimum) may be used on RAC data pages to accommodate added information on the affected page and/or its backing page without impacting subsequent pages.  If page integrity cannot be maintained (e.g., if the new information cannot feasibly be incorporated on the affected pages), then additional pages should be added as required according to current procedure.  Color pages may be rendered in "gray scale" (black and white).  Foldouts to update paper TO copies will be managed on the receiving end by either shrinking them to fit an 11 x 17 page (maxi​mum size most printers and copiers will handle), or printing and copying only the affected section of the foldout and overlaying it on the original.  All deviations will be returned to the parent TO's format at the next BCU.

c. Convert the RAC file (Title page, LEP, changed pages and backing pages) to PDF using Adobe Acrobat® Exchange™.  OPTION:  Use other Page Description Language (PDL) software to convert RAC files to an insert file compatible with baseline TO files not maintained in IPDF.

6.  The TCM and TO Manager review and approve the RAC.

7.  The TCM, TO Manager or editor electronically merges the PDF RAC file with the IPDF baseline TO file to create a new baseline TO, and relinks (indexes) the new file.  The merged IPDF TO is returned to storage as the new master file, along with the stand-alone PDF RAC file.  If applicable, both files are uploaded to an internet web server to replace the previous version TO file provided via WWW, thereby providing access to the baseline TO file and RAC.  OPTION:  Merge and upload files in another PDL when required for non-IPDF TO files.
IV.  Security.

Security issues and procedures are covered in DOD 5200.1-R, AFI 31-401, AFI 33-129, and AFI 61-204, among others.  Distribution and notification methods must provide adequate security for classified and limited-distribution files.  Classified files must be encrypted using a National Security Agency (NSA)-approved encryption algorithm, while limited-distribution files require a National Institute for Standards and Technology (NIST)-approved encryption system prior to being hosted on servers.  Except for distribution statement “A” documents, TO files must be hosted on a secure (encrypted) Internet HTTP or FTP server with user name and password access control (AFI 33-129).  For these reasons, e-mail is not an acceptable vehicle for transmitting limited-distribution RACs or notification messages about them.

1.  Encryption.  NIST has approved use of the encryption technology provided by the Netscape™ Secure Socket Layer (SSL) protocol for use with unclassified, limited distribution technical data.  The Defense Information Systems Agency (DISA) has contracted with Netscape to provide DoD activities with free access to their server software and the Netscape browser.  The protocol and browser are accessible at URL http://www.disa.mil/enterprise_license.  Each organization planning to provide TOs or updates via the Internet must establish a secure server with the Netscape protocol installed.  Access to the server must be controlled by the use of user names and passwords.  In some cases, domain restrictions (.mil, .gov) might be used, but this would prevent authorized contractors from accessing files.  TO managers and users must obtain the Netscape™ browser for accessing the server and any files hosted there.  Additional information and assistance should be obtained from the local Base Network Control Center (BNCC).

NOTE
Any browser which supports strong encryption (128 bit capable/export controlled) should also be able to use the assigned user name and password to access the server and files.

2.  Password Protection. There are two levels of password protection available; on the server and on individual files.  All secure servers must be protected by user name/password access controls.  Then, if multiple files are hosted on that server and not all persons with access to the server need access to all the files, each file may also be password protected.

a.  The System Administrator (SA) is responsible for assigning user names and passwords for protection of a secure server.  When necessary, the user name and password will be provided in a secure (unclassified EFTO) AUTODIN message to TO users requiring access to RACs and new baseline TO files.  The SA is also responsible for periodically changing passwords to help prevent unauthorized access and protect the information on the site.

b.  The TO Manager or TCM assigns passwords to TO and RAC files.  To protect a file using Adobe Acrobat® Exchange™ 3.0, go to “File,” “Save As...,” and click on the “Security” button.  The Security dialog box allows specifying passwords for “Open the Document” and “Change Security Options” (the “owner’s” password).  While the document may be opened using either password, the owner’s password temporarily disables the security settings.

c.  Security setting check boxes will prevent “Printing” (not usually used for this application – TODOs may have to print the RAC for paper customers), “Changing the Document” (no changes of any kind, including filling in form fields, allowed), “Selecting Text and Graphics” (allows or prevents copying selected text and graphics to a different file), and “Adding or Changing Notes and Form Fields” (allows or prevents filling in form fields, but not changing the field itself).  After selections are made, click “OK” and retype the passwords in the confirmation box, then click “Save” in the Save As dialog box.

CAUTION

Passwords are not “embedded” in the file.  If you forget the passwords to a document, the file cannot be recovered.  Store passwords in a separate secure location in case you forget them.

V. RAC Notification Distribution and Timelines.

1.  Notification.


(a)  In order for the notification process to work effectively it is imperative that SMs and               MAJCOMs aggressively manage their Address Indicating Groups (AIGs) and address lists (TO 00-5-2 and AFMCI 21-302) or E-mail groups by periodically pulling an initial distribution deck from G022 to confirm that all users are in fact included on the AIG, Address List, or E-mail group being utilized.  When the TOs are used by multiple MAJCOMs, each MAJCOM will develop an AIG/address list/E-mail group for their units, and will provide the list or group to the TCM for use.  The responsible TO Manager and OC-ALC/TILUB must be on all AIGs/address lists/E-mail groups.  Note that e-mail can only be used for notifications about unclassified, public release TOs and RACs, because of the requirement to provide user names and passwords for access to restricted data in the notification message, and e-mail is not secure.


(b)  The TCM or TO Manager will send a RAC notification message to all affected TODOs using any method which will meet the security requirements and timelines listed below.  The preferred RAC notification method is to send an AUTODIN unclassified EFTO message to each affected base using an AIG or address list.  The message will contain the affected TO number and title, the RAC number and date, criticality (Emergency or Urgent), the file names and sizes of the merged TO (if applicable) and RAC files (the size is required to ensure users have enough hard drive space to successfully accomplish the download), and either the e-mail transmission date and time (when distributing via e-mail) or the IP address, User name and password for accessing the FTP site where the files are located (when distributing via FTP).  When individual TO files are also password protected, the file passwords will be included in the message.  Messages must include a point of contact and phone number to call in case of any technical problems.

2.  Distribution.  Any one of five methods of RAC distribution described below may be used.  The FTP method is preferred:


(a)  The RAC would be merged electronically with the affected baseline TO and both the merged file and the stand-alone RAC file would be loaded on an FTP site.  TO Distribution Offices (TODOs) would be notified of the update by message.  TODOs would then use FTP procedures to download either or both of the files, replace any digital copies of the affected TO with the new merged baseline TO, and (if necessary) print the RAC file and make double-sided copies for distribution to paper TO users.  TODOs without FTP capability may obtain assistance from the Base Network Control Center (BNCC) to download the files.

NOTES

Limited distribution TO files will be password protected and encrypted (AFI 33-129), and loaded on an access-controlled (domain or user name and password) FTP site.

When using Microsoft’s Internet Explorer™ 3.02 and Adobe Acrobat® Reader™ 3.0 or higher, PDF files may be downloaded from the WWW (as opposed to opened on the computer screen), using the following procedures:  Right click on the file’s link, and select “Save Target As” from the pop-up menu.  In the Save As dialog box, select a location to which to save the file, and click Save.


(b)  For smaller TOs (file size less than 2MB) and a limited user base, the merged TO file and stand-alone RAC file could be distributed to TODOs as e-mail attachments (for Distribution Statement A TOs only).  Message notification would still be made to ensure receipt of the e-mail.


(c)  Where communications bandwidth is a concern (for extremely large TO files), only the stand-alone RAC would be loaded to the FTP site, with TODO notification as in (1) above.  In this and the following case, TODOs must use Adobe Acrobat® Exchange™, along with the organically-developed Digital TO (DiTO) Change Management Software (TO 00-5-1-101) to merge the RAC with the baseline TO file at their location.


(d)  This is the same as (c), except that the stand-alone RAC is distributed via e-mail (for Distribution Statement A TOs only).


(e)  For TODOs not having e-mail or access to the FTP server, priority mail or package services may be used to deliver paper copies of RACs or digital copies on 3.5 inch floppy disk or CD-Recordable (CD-R) disk.

3.  Timelines.  RAC issue and notification timelines are as follows (see TO 00-5-1, Chapter 5):

a.  EMERGENCY – issue RAC and notification message within 48 hours after receipt of an emergency report (within 72 hours if report concerns work stoppage).

b  URGENT – issue RAC and notification message within 40 calendar days after receipt of an urgent report.

c.  EMERGENCY RAC notification messages are sent using IMMEDIATE precedence, and must be delivered within 2 hours of receipt.  URGENT notification messages are sent using PRIORITY precedence, requiring delivery as soon as possible during duty hours.

d.  Upon receipt of the notification message, TODOs must process RACs as soon as possible to ensure they are delivered to TODAs and posted prior to the next use of the affected TO.

VI.  TODO Processing and Incorporation (posting RAC updates).

1.  When a TODO receives a RAC notification, they will either download (FTP) or extract from e-mail the merged TO and/or RAC files.  They will determine the TO media (paper or digital) required by their TODAs.  If paper copies are required, the RAC file must be printed and double-sided copies distributed to the respective TODAs.  If the merged TO was NOT distributed, the TODO must use DiTO and Adobe Acrobat® Exchange™ to merge the RAC with the affected TO file according to procedures provided in the Quick Start Instructions that are included with the DiTO software.  The merged TO then replaces the original file.  Two situations could exist with TOs used digitally:

a.  TOs accessed directly from a distribution CD-ROM (from a CD tower on a LAN or CD-capable desk-top computer):

(1)
The TO file with the RAC merged must be downloaded or copied to the appropriate server or PC hard drive.

(2)
The CD-ROM directory/index must be edited to change the path for that TO from the CD-ROM itself to the server/hard drive where the new file is located.

(3)
The CD itself must be marked to indicate that the affected TO on the CD is no longer current.

b.  TOs accessed directly from the WWW or copied to a LAN server, floppy disk or PC hard drive prior to use: 

(1)
TOs accessed from the WWW will have been updated by the TCM/TO Manager.

(2)
Affected IPDF TO files on LAN servers, floppy disks or PC hard drives will be overwritten with the merged TO file.

2.  TODO/TODA account records (ATOMS files) must be updated to indicate the new Change number for the affected TO, and that all affected TOs have been updated.
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